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Executive Summary

One Part Rain, LLC engaged SecurityMetrics, Inc. to perform a web application penetration test. The intent of
this assessment was to evaluate the security of the application and to identify any issues that posed a risk to
the organization.

SecurityMetrics, Inc. identified 2 issues and 1 informational item; SecurityMetrics, Inc. recommends any issue
classified CRITICAL, HIGH, or MEDIUM risk be resolved.

The following table contains the total number of issues (grouped by risk); the table is divided to indicate how
many instances were present (unresolved) and how many instances had been resolved when the report was
generated.

CRITICAL 0 0) 0

Exploitation of the issue results in either a loss of sensitive Instances Unresolved Resolved
data or a compromise of a server.

HIGH 1 0) 1

Exploitation of the issue results in a loss of private data, Instance Unresolved Resolved
escalated application access, or local shell access.

MEDIUM 0 0) 0

The issue is an example of a bad security practice, can lead Instances Unresolved Resolved
to misuse of a service, or can assist in exploitation of other

issues.

The issue poses minimal risk to the organization; an exploit Instance Unresolved Resolved

gives an attacker very little advantage.

INFORMATIONAL 1

The issue poses no risk to the organization but may not be ltem
in line with industry standards or may negatively impact
user experience.

Congratulations! All issues considered CRITICAL, HIGH, or MEDIUM risk have been resolved.
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